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(64) AbetreotHUb 

Surveiltanee syiiem 

(57) A security system has a piuraitty of camerad (CI to C7) presenting different views of an area. Tfie system 
fs programmed to preseht on a dtsptay means (Ml 1 > a predetermined hierarchy of views (Figure 5), Each level 
of the hierarchy comprises one or more sets (A, B, C, D) of views. Each set comprises one or more (e.g. two 
views (2, 3; 6, 6» presented sImuJtaneousty on the display means (Ml 1 h The set of views in one level are 
rinked in a preset manner to views in adjacent levels* The sets of views and the organisation of the hierarchy 
corresponds to the conffguratfon of the area (Hgure 4), thus allowing an operator to follow an intruder merely 
by requesting the noKt, or previous, level of views. 
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At least one drawing originally filed was Informal and the print reproduced here is taken from a later filed forma) copy. 
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SECURliTY SYSTEM 



The present invention relates to apparatus for use in a security system. 
Illustrative embodiments of the invention relate to a security system comprising video 
cameras, the apparatus and monitors for displaying images received by the cameras, 
" Security CCTV systems are now finding widespread use in monitoring 
shopping centres, town centres, and commercial and industrial buildings. 

The size of these systems may vary from one or two video sources for small 
retail outlets, petrol stations etc., to large town centre installations which m^y have 
. gipa^ihan a hundred video sources with hundreds of alarm ii^t signals. 

In large installations, a great deal of security information is provided to the 
op^tors for evaluation. Such large security systems are typically managed by a 
sysjE)em^o$0ttpjiler which can: provide access to a large number of video sources (for 
example a hundred video screens) and many hundreds of alarm signals; allow control 
of pan and tilt heads for each camera; provide some control panels (e.g. ten or £$wer 
control panels) for enabling an operator to interact with the system; and present video 
information on some (e.g* 30 or more) video monitors. 

Managing this information to ensure that any incident may be efficiently and 
e^ectiyely. identified, dealt with and recorded for evidential purposes can be very 
^<P$p9^r intensive. 

To improve the efficiency of the monitorir^ process, large security sites are 
often partitioned or broken down into areas, with one operator assigned responsibility 
for monitoring each area. 

. ijnSystem controllers may provide the facilities to effectively partition an 
ii^allation into a number, (e.g. eight) of fully functioning sub^systems. Each sub- 
system has a control interface, a number of video monitors, and access to a sub-set 
;of the video soturces and alarm information from the complete installation. 

The monitors are watched by operators who use the control panels, e.g. in 
. response to alarms, to control the views presented by the cameras in order to 
detemiine the cause of an alarm. Even by assigning one operator to each partition 
of .Ml rinstallation, an event may trigger many alarms and present the operator with an 
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overwhelming amount of alami and video inforaiation. 

Even with partitioning of a site into areas and the assignment of one operator 
to each area, an operator may still have many cameras providing many different 
views of the area for which he is responsible. 
5 In the event of an emergency, such as an unauthorised intruder, the operator 

may be faced with too many views of his area and many choices for changing and/or 
limiting the views to efficiently follow the intruder. 

According to the present invention there is provided apparatus for use in a 
security system, the security system having a plurality of cameras presenting different 
10 views, the apparatus being programmable to present, on a display means, a 
predetermined hierarchy of predetermined sets of views, each set comprising one or 
more views presented simultaneously on the display means, the hierarchy having a 
plurality of levels, each level comprising a said set, a set in one level being linked to 
a predetermined set in an adjacent level. 
15 Thus the invention provides a hierarchy of preset views and/or combinations 

of views. Because a set in one level is linked to a preset set in the next level, the 
operator is provided with simple choices when changing from one level in the 
hierarchy to the next. 

In a practical embodiment of the invention, used for surveillance of an area 
20 such as a town centre or building, the hierarchy of views and the combinations of 
views in each level of the hierarchy are related to the layout of the area and routes 
available in the area bet points and entrance points : - 

For a better understanding of the present invention, reference will now be 
made, by way of example, to the accompanying drawings, in which: 
25 Figure 1 is a schematic block diagram of an illustrative security system in 

which aspects of the present invention are implemented; 

Figure 2 is a more detailed block diagram of the system controller of the 
system of Figure 1; 

Mgure i a Kchtfinaiic biuck dia^xAni dt'£ Vidtii ijigiial pnj*.ti!b!.hife di^nmel 
30 associated with one monitor of the system of Figures 1 and 2; 

Figure 4 is an illustrative schematic diagram of a security area equipped with 
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a securi^ system embodymg the present invention; 

; ;* Figure 5 illustrates a hierarchy of displays associated with the area shown in 
Figure 4; 

Figure 6 illustrates another hierarchy of displays; and 
5 Figure 7 illustrates possible display formats. 

Referring to Figure 1 an illustrative security system in accordance with the 
PJS^^flt invention comprises 128 cameras C1-C128. At least some, and in this 
example all, of the cameras have pan and tilt heads PT1-PT128. The system also 
i.*?^^!*!'^®^ 768 alann detectors AD1-AD768. One or more video cassette i«cQtders 
10 (VCR) 13 may be provided for recording the video signals produced by the cameras. 
..V lil^f A system controller 2 receives analogue video from the cameras C1-C128, and 
alipa sign^ from the alarm detectors AD1-AD768. The controller 2 provides 
control signals to the pan and tilt heads. ... 

: Up to eight control panels CPI to CPS are provided. There my be more than 
15 8 panels. The control panels CPI -CPS are used to program the system controller 2 
a^jliiso are used by operators to control the system in use. 

The controller 2 controls in accordance with its programming the display of 
video from the cameras, and the display of alarms, on four monitors Mil, Ml 2, 
M21,M22. 

20 a; , ;>:Refisnang to Figure 2, the system controller 2 comprises a video switcher 
having 128 analogue video inputs and 32 analogue video outputs. The inputs are 
, Sl^Wm: as (vertical) columns Chn, Chi - Chl28 in Figure 2, and the outputs as 
hodzoatzl rows Rm, Rl - R32. Video switches are controlled by a programmable 
- -£^it">Wer 4, e.g a special purpose data processor or computer including program 
25 storage means 41 to connect the columns Chn to the rows Rm in any desired 
cootlguration. In addition, the connections can be varied in time. 

. The 32 outputs Rl to R32 are organised into four groups of eight outputs, 
groups or 16 outputs feed analogue video to a first multi-picture 
processor .6 and the other pair of groups or 16 outputs feed analogue video to a 
30 setjtHid multi-picmre processor 8. 

Each multi-picture processor 6, 8, comprises two identical channels both 
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controlled by a common control processor 10, 12 having a program storage means 
101, 121, Each channel processes one group of eight analogue video inputs Ri to 
Ri+7 e.g, Rl - R8. 

The monitors Mil M12 are controlled by the two channels respectively of 
5 processor 6 and the monitors M21 and M22 are controlled by the two channels of 
processor 8. 

The control processors 10, 12 are linked to the programmable controller 4 to 
control the display of information on the monitors in accordance with the 
programming of the controller 4, Programming of the controller 4 correspondingly 
10 programs the control processors 10 and 12. 

Referring to Figure 3 each channel of the multipicture processors comprises 
a muhiplexer 14 having eight inputs corresponding to one group of video inputs Ri - 
Ri-h7 and one output. The multiplexer 14 is controlled by the control processor 10, 
12 to feed any selectable one of the inputs Ri - Ri + 7 to an analogue to digital 
15 converter 16, The resisting digital video is fed to a circuit 18 which under the 
control of the processor 10, 12 scales the video horizontally and vertically to produce 
an image of desired size (e.g, full screen, 1/4 size, 1/9 size). 

The thus scaled image is stored in a frame store 20 under the control of the 
processor 10, 12. The processor 10, 12 controls the write addresses of the store to 
20 position the scaled image in a desired position for display, to allow picture-in-picture 
displays (PIP displays) or a desired number of pictures to be displayed in an array of 
pictures evg. four or eight pictures on one monitor , as will be described hereinbelow. 

The image or images stored in the frame store 20 are read-out via a digital to 
analogue converter 22 to a video encoder 24. The video encoder 24 encodes the 
25 video to be compatible with the nionitors Mll» M12, M21, M22. The video encoder 
24 is also controlled by the processor 10, 12 to carry out other functions as will be 
described hereinbelow. 

The system described herein above may operate on monochrome video signals. 
■ Aliertiatlveiy colour video signals may ue processea: minougu uie cameras pruuuce 
30 analogue signals, the system could be modified to operate on digital signals produced 
by the cameras. 
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A preferred version of the system, as shown in Figure 1 includes the 768 
alarm detectors. The progranunable coiUroUer 4 includes in its program store 41 a 
Jiook-4q> table which is programmable to associate the cameras with one or more, e.g. 
fr grau^ of 4, alarm detectors AD. 
5 Referring to Figure 4, a building has an entrance 40 viewed by a camera CI . 

Th^ jttSSmcc leads into a coiridor 41 which has at one end a room 42 and which 
leads into another corridor 43 at the other end. The corridor 42 is viewed by two 
ciiaeras C2 and C3 at the one and the other ends respectively. The room 42 is 
viewed by a camera C7. The corridor 43 is viewed by a camera C4. The corridor 
10 j^^^s.into a room 44 viewed by two cameras CS and C6. 

Referring to Figures 4 and 5, assume a visitor enters at the entrance 40. The 
visitor is viewed by camera CI and a whole screen display from camera CI is 
displayed on a monitor Mil; that whole screen display is the top level (level 0) of 
a hierarchy of predetermined displays. Whra the visitor reaches the corridor 41 , he 
IS ,is-iat view of cameras C2 and C3. 

The operator, at a time of his choosing, selects the next level of the hierarchy 
(level 1), e.g. by acmatiug a down arrow on a keyboard, and sees on the same 
monitor Mil predetermined display A which is a PIP display with the camera C2 
view taset as a 1/4 size image in the camera C3 view. 
20 The \^sitor can more towards camera C2 or camera C3. If he moves towards 

camera. £2« the operator selects the next level 2 associated with camera C2; i.e. 
display C comprising the view from camera C7 appears on monitor Ml 1. The level 
2?view from camera C7 is linked to the level 1 view from camera 2. If the visitor 
moves towards camera C3, the operator selects the next level 2 associated with 
25 camera C3. i.e. display B comprising the view from camera C4. The display B is 
Imked to the view from camera 3 in level 1. 

Where at, e.g. level 2, the operator has 2 or more picmres each of which is 
linki^ to Che next level 3, the operator selects a desired one of those pictures and Iben 
uses the down key to select the next level from that one of the pictures: To select 
30 one of several pictures, the pictures are numbered and the operator enters the number 
of the selected picmre. For example, if picnjre no. 2 is to be selected he enters on 



the keyboard of his control panel *2*, Other means of selection may be provided. 
For example a touch-sensitive display may be used. 

As the visitor moves to and past camera C4, the operator selects the next level 
3, i.e. display D comprising views from cameras C5 and C6 arranged as a PIP 
5 display, which is linked to display D in level 2. 

Assume, by way of example, an intruder breaks into the building at room 44 
by camera C6, setting off an alarm. The system control associates the resulting alarm 
signal with cameras C5 and C6 and immediately automatically displays display D on 
the monitor Mil. 

10 By virtue of the linking of views in the levels, the operator can manually 

traverse through the levels of the hierarchy tracking movement of the intruder, 
without having to guess which camera will provide the best view. 

Preferably a display such as D associated with an alarm is visually emphasised 
to the operator by, for example a coloured (e.g. red) border. The border may flash 

15 for added emphasis. Multiple alarms in different areas may be viewed by the 
operator very simply. It is possible for the operator to request more alarm views, 
and the multipicture processor 6, 8 will automatically traverse all hierarchical displays 
for all zones in sequence showing selected views of each alami in turn. As alarm 
conditions become invalid, the operator may "clear" the alarm condition in any zone. 

20 As alarm conditions are "cl^red", the multipicture processor 6, 8 will automatically 
display the next valid alarm view. This ensures that only relevant information is 

^ displayesd to the operator. 

By way of explanation, the relationship between "alarm conditions" and 
"alarm signals" is as follows. When an alarm is raised, for example, by a movement 

25 detector detecting movement within an unoccupied area, then ah alarm signal is 
generated and input to the system controller of the security control system. The 
receipt of the alarm signal generates an alarm condition within the security control 
system, which causes the image associated with the alarm condition to be displayed. 
When ail opeiAlui iia^ huLcd ^ny panicuiaT 'akun tuuJitlciii, hc/shft-ftwn-Qteafi-fhftl^ 

30 alarm condition,' which will cause the image associated with that alarm condition to 
be removed from the display means. This action does not in itself remove the alarm 



7 



sijggpl^rdie alann signal only being removed by sending a reset signal to the device 
geaerating that alarni $ignat However, the alarm condition associated with that alarm 
signal will not be re-triggered until that alarm signal has been reset. In pr^fbatd 
emb^qKliiiiCTts, a permanent record of all alarm signals generated is kept, even after 
S aii^ operator has cleared particular alarm conditions. 

_ An alarm condition can be used to trigger a VCR 13 to record. 

Umis, a predetermined hierarchy of predetermined displays arranged in 
sii^c^ive levels are shown on one monitor Mil, views in one level being linked in 
a pteset XTxanner with views in adjacent levels. The displays in the hierarchy and the 
10 sequence of the displays are chosen to correspond to the layout of the building, thus 
TC^bBcing the burden on the operator and reducing the likelihood that important 
information^ is missed. 

^=^:iKiV'The example of Figure 4 involves seven cameras linked to one monitor Mil, 
co^ieMflig one area having up to eight (in this case, seven) monitored zones. The 
15 hierarchy of displays A to D and the manner in which they are interlinked (as 
illustrated in Figure 5) are stored in the control processor 10, 101; 12. 121 of the 
mil^icture processor 6, 8. In the example of Figures 4 and 5 there is only one 
hierarchy. 

: ^ -IJowevert there may be many different hierarchies. Referring to Figure 6. at 
20 le^ 0 a plurality of areas (e.g. four areas 1 to 4) may be monitored and a separate 
«md different hierarchy may be associated with each area. Figure 6 shows a hierarchy 
associated with area 1 involving only two cameras. 

Each level in the hierarchy may use any of the illustrative display formats A 
to E shown in Figure 7, where: 



25 A Full screen single image 

B Picmre-in-picture display (PIP) 1/9 image inset 

C PIP 1/4 size inset 

D Array of four 1/4 size unages 

E Array of eight 1/9 size images 



30 Any camera view may be placed in any position within the various formats. 

As shown in Figure 6, the area identification, camera identification and/or 



hierarchy level may be displayed optionally together with the date and/or time. 

In summary of the above described embodiments a security system has a 
plurality of cameras (CI to C7) presenting different views of an area. The system 
is programmed to present on a display means (Mil) a predetermined hierarchy of 
5 views (Figure 5), Each level of the hierarchy comprises one or more sets (A, B, C, 
D) of views. Each set comprises one or more views (e.g. two views (2» 3; 5, 6)) 
presented simultaneously on the display means (Mil), The sets of views in one level 
are linked in a preset manner to sets of views in adjacent levels. The sets of views 
and the organisation of the hierarchy corresponds to the configuration of the area 
10 (Figure 4). 

The top level 0 of the hierarchy may be used to preset an overview of an area 
subject to surveillance by the security system. The operator would manually traverse 
the levels when an event arises which requires traversal. The levels may be arranged 
to give progressively more detail, or as discussed above, to track routes through an 
15 area. 
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CLAIMS 

1 . Apparatus for use in a security system, the security system having a plurality 
.>Cif igamei^ presenting different views, the apparatus being programmable to present, 
5 on a display means, a predetermined hierarchy of predetermined sets of views^ each 
set comprising one or more views presented simultaneously on the display means, the 
hierarchy having a plurality of levels, each level comprising a said set, a set in one 
level of the hierarchy being linked to a predetermined set in an adjacent level, 

10 2. Apparatus according to claim 1 comprising: 

video switch means for receiving video signals from the plurality of cameras; 

a video signal processor, to which the switching means couples selected sets 
of the video signals for display of the sets of views reproduced thereby on a display 
device; and 

1 5 programmable control means for controlling the switching means and the video 

signal processor to present the said predetermined hierarchy of predetemiined sets of 
views on the display device. 

3. Apparatus according to claim 2, further comprising means for receiving alarm 
20 siigtials from alarm detecting means and for linking the alarm signals with video 
signals » the control means being responsive to an alarm signal to cause the display 
device to display the one of the said predetermined sets including the video signal 
linked to that alarm signal. 

25 4. Apparatus according to claim 3, comprising operator controlled means for 
clearing the alarm indications, the said control means being responsive to clearing of 
an alarm indication to automatically display another one of the said predetermined sets 
including a video signal linked to another alarm signal. 

30 5. Apparatus according to any preceding claim, comprising operator controlled 
means for selecting from a said set at a level, the linked set at an adjacent level. 
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6- Apparatus according to claim 1, 2, 3 or 4, programmed to present the said 
predetermined hierarchy. 

7. Apparatus according to claim 1 for use in a security system and substantially 
hereinbefore described with reference to the accompanying drawings. 

8. A security system comprising apparatus according to any preceding claim* a 
plurality of cameras, and display means. 
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